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This Amber Alert is issued by the Serious Organised Crime Agency (SOCA).  

It is based on assessed intelligence and warns of dangers and threats from 

serious organised criminality.  It is devised with the aim of bringing about 

preventative or remedial action.  We recommend you use this Alert to 

complement existing knowledge and support ongoing improvements to your 

business processes and procedures. 
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Housing Benefit Fraud and Counterfeit Documents 
Overview 

 

Individuals are defrauding local authorities by applying for housing benefit using 

counterfeit documents, including passports and identity cards. This Alert aims to help 

local authorities identify incidences of this fraud and close down fraudulent accounts.  

 

This Alert also highlights the importance of ensuring staff are able to identify 

counterfeit documents.  To help you, we have included a link to the Centre for the 

Protection of National Infrastructure’s (CPNI) guide “A Good Practice Guide on Pre-

Employment Screening: Document Verification”.   

 

Please note that this is a reissue of the SOCA Alert originally distributed to local 

authorities in December 2010. 

 

What we would like you to do 

 

We would like you to re-check the documents used to support current housing benefit 

claims, particularly where French passports have been used. You should follow your 

usual procedure for reporting and dealing with fraudulent claims. 

 

Please consider the recommendations detailed within this Alert and review your 

current housing benefit application processes. This should include ensuring that 

appropriate equipment and staff training are in place to recognise counterfeit identity 

documents. 

 

Warning: In the interests of safety, staff must be reminded not to take direct action 

to apprehend individuals who have used a fraudulent passport or similar document 

to verify their identity. Where possible the details should be taken, CCTV evidence 

retained and the matter reported to the appropriate authority. 

The Alerts process is the way in which SOCA provides information to the private and 

public sectors. To help us to improve this service, we would welcome any feedback 

you have on both the Alert itself and the information provided to you. Please email all 

feedback to alerts@soca.x.gsi.gov.uk and include the reference AA345AA in the 

subject line.  
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Information Report 

 

The London Borough of Islington’s (LBI) council housing benefit service has identified 

over 60 fraudulent claims dating back to 2004. This amounts to over GBP 670,000 in 

closed claims this year. Other London borough councils have also reported instances 

of this type of fraud and SOCA believes it may be affecting local authorities across 

the UK.  

 

These individuals apply for housing benefit using a range of counterfeit documents: 

• passports, predominantly French-issued 

• EU identity cards 

• National Insurance number cards 

• bank statements 

• payslips 

• tenancy agreements 

• letters from banks or employers. 

 

These fraudsters have also used fake identity documents to apply for National 

Insurance number cards and open bank accounts. 

 

LBI has scrutinised the counterfeit documents used to make these fraudulent housing 

benefit claims and identified a number of key characteristics. We would ask that you 

use these to help you detect any potentially fraudulent claims. We recommend that 

staff also use the CPNI document “A Good Practice Guide on Pre-Employment 

Screening: Document Verification” to help them identify counterfeit identity 

documents and detect other similar benefit frauds in future.  This can be found on the 

CPNI’s website at: 

www.cpni.gov.uk/documents/publications/2009/2009024-

gpg_pre_employment_screening.pdf  

   

These individuals are also exploiting a vulnerability in local authority systems for 

authorising BACS payments. The systems enable payments to be made using an 

initial and a surname rather than a full first name and surname. This means that 

housing benefit can be paid into a bank account held by someone with a different first 

name (e.g. Frank instead of Ferdinand) and enables the fraudsters to further conceal 

their real identity. 
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Profile of fraudulent claimants 

 

The individuals LBI found to be fraudulently claiming housing benefit are 

predominantly of Algerian origin. They are usually single males with no dependents, 

although there have been a few instances of female claimants. The majority of 

individuals declare they are in part time employment and paid in cash, and are not 

claiming Income Support or Jobseekers’ Allowance. However, some more recent 

claims have been based on Jobseekers’ Allowance entitlement; the Jobseekers’ 

Allowance claim is usually closed once the housing benefit is paid. Most individuals 

declare they are renting from a private landlord, however in many cases it has been 

established they were not residing at the address of the benefit claim. This 

methodology could also be adopted by other individuals, including those of different 

nationalities. 

 

Documentation used to support fraudulent housing benefit claims 

 

Counterfeit passports 
Counterfeit French passports are commonly used by these individuals as proof of 

identity when applying for housing benefit. These are the pre-2006 issue non-

biometric passports, which do not have integrated photographs. Key characteristics 

of the fake passports identified by LBI are: 

 

1.  Machine Readable Zone (MRZ)1  

- Incorrect number of characters on each line. 

- Optical Character Recognition font not used – further information on the standard 

font used in the MRZ can be found on page 9 of the CPNI guidance.  

 

 

 

 

 

 

Please note: The type of font and lettering used on many passports can vary. 

Some passports, especially those that are issued overseas in consular missions, 

lack the MRZ so its absence alone is not a reason to conclude that the document is 

fraudulent. 

                                                 
1 This is identified as a series of two lines at the bottom of the biodata page; these lines should contain 44 characters 

each and include the passport holder’s names and transposed date of birth. 
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2. Ultraviolet (UV) reaction 

The fake passports detected so far react convincingly under UV light, therefore this 

cannot be relied upon to determine authenticity of the document. Closer inspection 

reveals: 

 

- Regular pattern of UV-reactive security fibres (these appear randomly in genuine 

passports)  

 
 

- Watermark visible under UV light (these remain invisible in genuine passports) 
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3. Construction 

- Irregular or loose stitching and vacant stitch holes. 

- Pages not aligning with cover. 

 
 

4. Duplicate information on different passports 

- Same passport number and personal details on two passports bearing different 

photos. 

- Same passport number on two otherwise different passports. 

 

Please note: The quality of fraudulent passports can vary. Some will be part of a 

package of documents that will support the authenticity of the passport, including 

photographs and signatures. Although more difficult to detect, this may indicate the 

level of sophistication criminals are prepared to use to defraud you.  

  

Genuine passports 
LBI has identified a number of fraudulent claims more recently where genuine 

passports have been used. These are predominantly new-style French biometric 

passports but some Algerian passports have also been presented2. No counterfeit 

biometric passports have yet been detected in connection with fraudulent claims. 

 

 
 
 
 
 

                                                 
2 By individuals asserting appropriate leave to remain in the UK  
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Other forged or counterfeit documents 
Other documents presented to LBI by these fraudsters include fake or altered bank 

statements, payslips, tenancy agreements, National Insurance number cards and  

letters from banks or employers. Key characteristics are: 

- simple spelling mistakes (e.g. “bank statment"), inconsistent use of fonts and 

irregular formatting 

- use of the incorrect font on National Insurance number cards 

- same or similar previous residence and employer addresses used by different 

claimants, for example different numbers on the same road 

- same employer or letting agent names used by different claimants but with 

different addresses. 

 

Preliminary investigation indicates that the employers and letting agents named on the 

benefit application forms had no record of the individuals or properties for which 

housing benefit was claimed.  

 

LBI also noticed that similar handwriting was used on a number of different housing 

benefit applications. 
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Recommendations 

 

LBI made a number of internal recommendations on how their housing benefit 

application process could be improved following discovery of this fraud. We 

recommend you also review your existing processes and consider implementing the 

following: 

 

1. Conduct full identity checks for all claims and retain copies of any documents 

provided by the applicant.  

2. If claimants are not present when their identity documents are presented, visit 

them at the earliest opportunity to verify identity. 

3. Conduct a residency check visit on all new claimants as soon as reasonably 

possible. 

4. Request and retain a copy of National Insurance number card or other suitable 

proof of National Insurance number e.g. P45 or P60 or letter from the 

Department of Work and Pensions or Her Majesty’s Revenue and Customs. 

Payslips are not a reliable form of proof of National Insurance number. You 

should verify the number is genuine if you are in doubt.  

5. Record names and addresses of landlord or letting agent and employer and 

consider telephoning them to confirm their relationship with the claimant. 

6. When setting up BACS payments use applicants’ full name as per their bank 

account details and not just their first name initial. 

7. Request and retain a copy of a recent bank statement before a BACS payment 

to an individual is set up.  

8. Where possible, check new signatures against those held for existing 

claimants in case of duplications. 

 

Further assistance with document verification 

 
The following resources provide help with the verification of a passport. It is important 

that these options are considered in conjunction with the circumstances in which the 

passport has been used.  
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A Good Practice Guide on Pre-Employment Screening: Document Verification – 

This is a CPNI document that has been produced in collaboration with the UK Border 

Agency’s National Document Fraud Unit (NDFU)3. It provides an extensive guide to 

assist with improving or maintaining your current document inspection processes. 

Your attention is drawn to pages 16-29 entitled Forged Documents. The website 

address is: 

www.cpni.gov.uk/documents/publications/2009/2009024-

gpg_pre_employment_screening.pdf 

 
Identity and Passport Service – Local authorities can make an information request 

to the Identity and Passport Service (IPS) under the section 29(3) of the Data 

Protection Act, where a query relates specifically to the prevention or detection of 

crime. The request should be made on local authority headed paper, authorised by 

an HEO or equivalent, and emailed to: 

localgov.referral@ips.gsi.gov.uk   

 

Public Register of Authentic Identity and Travel Documents Online (PRADO) – 

The Council Secretariat of the European Union, with the assistance of document 

experts throughout Europe, has developed a publicly accessible website (PRADO) 

where the vast majority of EU travel and identity documents can be compared with 

specimen material. The site also contains a glossary of forgery terms and contact 

details where further assistance can be obtained. The website address is: 

http://www.consilium.europa.eu/prado/EN/homeIndex.html 

 

Reporting 

 
If a suspicious UK passport has been used as ID, then you are advised to contact 

your local police and your Local Immigration Team (LIT) of the UK Border Agency. 

 
If a suspicious foreign passport has been used as ID, you are advised to report this 

to your LIT. If your organisation does not already have an established point of contact 

within your LIT you can report to them by sending full details, including names, a 

physical description of the person in question, home and work addresses, to:  

 

 

                                                 
3 Formally the Immigration Service National Document Fraud Unit.  
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UK Border Agency 

Evidence and Enquiry 

Lunar House 

40 Wellesley Road 

Croydon 

CR9 2BY 

or by emailing UKBApublicenquiries@ukba.gsi.gov.uk 

Please put the name of your town or your postcode in the subject line of your email to 

enable UKBA to pass it on to the relevant LIT. 

 

Additional information – money laundering 

 

Money laundering offences are defined in Section 7 of the Proceeds of Crime Act 

(POCA) 2002. Offences include receiving, transferring or disguising the proceeds of 

crime.  Criminals will seek to obtain assistance from otherwise legitimate businesses 

to distance themselves from the proceeds of crime, or to move the proceeds beyond 

the reach of UK law enforcement. If you think you are about to be or have been used 

to facilitate a crime, or as a vehicle for money laundering, then you should report it to 

the police as soon as possible. 

 

Where businesses actively help criminals launder their proceeds, POCA allows for 

sentences of up to 14 years in jail.  In addition, under certain circumstances, criminal 

confiscation and or civil recovery action can be taken following prosecution for money 

laundering offences. For more information visit www.soca.gov.uk 

 

If, as a result of information provided to you by SOCA, you know or suspect that 

there has been money laundering or terrorist financing activity you can also make a 

report to SOCA under Part 7 Proceeds of Crime Act 2002 and the Terrorism Act 

2000.  Whilst this reporting method is mandatory to businesses that fall within the 

reporting sector4, it is also open to other organisations outside of the financial sector 

as a means of reporting suspicions about money laundering.  If you decide to make a 

report in this way we request that you include the key word AA345AA within the text.  

This reference is specific to the Alerts process and helps us to manage similar topic 

reports. Guidance on making suspicious activity reports is available at 

www.soca.gov.uk. 

                                                 
4 Businesses that fall within the reporting sector are articulated within the Proceeds of Crime Act 2002 
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Disclaimer 

 

While every effort is made to ensure the accuracy of any information or other material 

contained in or associated with this document, it is provided on the basis that SOCA 

and its staff, either individually or collectively, accept no responsibility for any loss, 

damage, cost or expense of whatever kind arising directly or indirectly from or in 

connection with the use by any person, whomsoever, of any such information or 

material. 

 

Any use by you or by any third party of information or other material contained in or 

associated with this document signifies agreement by you or them to these 

conditions. 

 

© 2011 Serious Organised Crime Agency 
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 Protecting this document  
 
 
 
 
 
 

This is a government document that has been graded as NOT PROTECTIVELY MARKED.  There are no specific 
requirements for storage or disposal and it can be considered as safe for wide distribution within your organisation.  
This can extend to its use for training or awareness programmes for staff. However, unless otherwise specified, this 
information is not intended for general public dissemination and should not be included on public facing websites, 
external mailing lists, social media or other outlets routinely used by you to deliver information to the public. We 
therefore request that you risk manage any onward dissemination in a considered way.   

 
 Alert Coloured Roundels 
 
 
 
 

SOCA Alerts are marked with either a Red or Amber Roundel. This is designed to indicate the urgency of the warning.  
Red may indicate a more immediate or specific threat, whilst those marked Amber will provide more general 
information that may complement existing knowledge. 

 SOCA Prevention Department 
 
 
 
 
 
 
 
 

Recognising that the private sector is often the victim of serious organised crime and is engaged in its own efforts to 
prevent, deter and frustrate criminal activity, SOCA’s Prevention Department seeks to forge new relationships with 
business and commerce that will be to our mutual benefit – and to the criminals’ cost. By issuing Alerts that warn of 
criminal dangers and threats, SOCA seeks to arm the private sector with information and advice it can use to protect 
itself and the public. For further information about this SOCA Alert, please contact the SOCA Alerts team by email 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

 

 

 

 

alerts@soca.x.gsi.gov.uk or by telephoning 020 7238 8541. For more information about the Serious Organised Crime 
Agency go to www.soca.gov.uk. 
 
Reducing harm – Providing information back to SOCA   
 
We would like to remind you of the provisions contained in Section 34 Serious Organised Crime and Police Act 2005. 
These provisions say that any information provided by you to SOCA, in order to assist SOCA to discharge its functions 
which include the prevention and detection of crime, will not breach any obligation of confidence which you may owe to 
any third party or any other restriction on the disclosure of information. S34 requires that disclosures of personal 
information about living individuals by you to SOCA must still comply with the provisions of the Data Protection Act 
1998 (DPA), but you may be satisfied that disclosure by you of such personal information to SOCA in order to assist 
SOCA to prevent and detect crime is permitted by the DPA. Please, therefore, submit all S34 information to 
alerts@soca.x.gsi.gov.uk. 
 
Handling advice – Legal information  
 
This information is supplied by SOCA under Section 33 of the Serious Organised Crime and Police Act 2005. It is 
exempt from disclosure under the Freedom of Information Act 2000. It may also be subject to exemption under other 
UK legislation. Except where permitted by any accompanying handling instructions, this information must not be further 
disclosed without reference to SOCA in accordance with Section 35(1) of the Serious Organised Crime and Police Act 
2005.  

 
This report may contain ‘Sensitive Material’ as defined in the Attorney General’s guidelines for the disclosure of 
‘Unused Material’ to the defence. Any sensitive material contained in this report may be subject to the concept of 
Public Interest Immunity. No part of this report should be disclosed to the defence without prior consultation with the 
originator.  

 
Requests for further disclosure which are not permitted by any handling instructions or handling code must be referred 
to the SOCA originator from whom you received this information, save that requests for disclosure to third parties 
under the provisions of the Data Protection Act 1998 or the Freedom of Information Act 2000 and equivalent legislation 
must be referred to SOCA’s Public Information Compliance Unit by e-mail on picuenquiries@soca.x.gsi.gov.uk. 
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